Abstract. This study first proposes a concept of generalized stability (GST) for discrete chaos system, which is the generalization of chaos generalized synchronization (CGS). Then this study sets up a constructive theorem of GST for discrete chaos system, which provides a general representation of GST in discrete chaos system. Using the theorem designs an 8-dimensional GST system consisting of a driving chaotic system and a driven chaotic system. Numerical simulation verifies the chaotic dynamic behaviors of such GST system, which is used to design a chaotic pseudorandom number generator (CPRNG). Using FIPS 140-2 test suite and G FIPS 140-2 test suite test the randomness of four 1,000-key streams consisting of 20,000 bits generated respectively by the CPRNG, the RC4 algorithm and the ZUC algorithm. The results show that the randomness performances of the CPRNG is promising, and suggest that the statistical properties of the randomness of the sequences generated via the CPRNG and the two algorithms do not have significant differences. As an application, using the sequences generated via the CPRNG and a stream encryption scheme with avalanche effect (SESAE) encrypts an RGB image. The results show that the encrypted RGB image have significant avalanche effects, and suggest the CPRNG is a qualified candidate for the stream encryption scheme with avalanche effect.
Introduction
Chaos is one type of complex dynamic behaviors and generated from determined nonlinear discrete or continuous systems. Chaotic dynamics are highly sensitive to the initial conditions and the parameters of the chaos systems. Chaotic behaviors are unpredictable for long terms ( [1, 2] ).
Chaos synchronization (CS) have been one of the major issues in many physical, biological and technological fields. Since the seminar paper of Pecora and Carroll [3] on chaos synchronization communications, the research on chaos synchronization-based communications has been attracted much attention ( [4] [5] [6] [7] [8] [9] ). As a generalization, chaos generalized synchronization (CGS) means that the trajectories of two different systems trend to each other with respect to a transformation starting from different initial conditions in a specific domain. The study of generalized synchronization has also got extensive attention ( [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] ). Chaos generalized synchronization may provide some new tools for cryptography and communications ( [16] [17] [18] [19] [20] [21] ).
Pseudorandom number sequences are useful in many fields such as simulations of physical systems and computer simulation, particularly cryptography ( [22, 23] ). Today algorithmic pseudorandom number generators (PRNGs) have replaced almost all random number tables and hardware random number generators in practical applications ( [24] [25] [26] ).
The main aims of this paper are to extend the concept of the generalized synchronization to generalized stability (GST) for discrete chaos system, and set up the corresponding GST theorem. Based on the GST theorem, this study introduces a novel chaotic discrete map, constructs a chaotic pseudorandom number generator (CPRNG) with a large key space and sound pseudo randomness. The FIPS 140-2 test suite and G FIPS 140-2 test suite [27] are used to test the randomness of the CPRNG, the RC4 algorithm and the ZUC algorithm [28] , respectively. As an application, using the CPRNG and the stream encryption scheme with avalanche effect (SESAE) encrypts a RGB image.
Definition and Theorem on GST
A point of view states that two events with relationship of cause and effect might be described via two generalized synchronization systems. Motivated by CGS, we introduce the concept of GST for two systems, which is an extension of the concept of generalized synchronization. The definition of the GST is described as follows.
Definition 1: Consider two systems (1)(()) kFk += XX ,
where
If there exists a transformation :
and
there exists 1 0 d > and 2 0 d > such that all trajectories of (1) and (2) with initial conditions
. Then the systems (1) and (2) are said to be in GST with respect to the transformation H . System (1) is called the driving system, system (2) is said to be the driven system. Now a general problem is: if two systems can achieve GST, what kinds of representations should these systems have? To answer this question, we propose the following constructive theorem: 
A novel Chaotic Map and GST System
In this section, using the GST theorem constructs a discrete GST system. Firstly, we propose a novel chaotic system: 
Secondly, construct an invertible matrix 9472 Then we will show that the error equation
is zero solution stable. In order to prove equation (15) 
as a driven system. Then from Theorem 1, system (11) and (16) 
Chaotic Pseudorandom Number Generator Pseudorandom Number Generator
where i x and i y are defined by (11) and (16) . Firstly, introduce a transformation 1 T : {0,1, ® ¡L
16
,21} -, which transforms the chaotic streams of GST systems (18) and (19) into key streams.
1111 mi 1mod/max2 n min,
1111 mi 2mod/max2 n min,
Therefore, the 1 T is defined by ( ) ( )
Now we can design a CPRNG based on the transformation (20)- (22) and the GST systems (11) and (16) . The seeds of the CPRNG are the initial conditions of the GST systems, which can be chosen via random number generators. Therefore the output key streams of the CPRNG can be obtained via transformation (22) acting on the chaotic streams of the GST systems (11) According to Golomb's three postulates on the randomness that ideal pseudorandom sequences should satisfy [32] , the ideal values of the first three tests are listed in the 4th column in Table 1 .
The FIPS 140-2 test suit and G FIPS 140-2 test suit are used to test 1,000 keystreams randomly generated, respectively by CPRNG with perturbed randomly initial condition (0) X , (0) Y and the parameters of matrix (13) Table 2 .
Finally, ZUC algorithm is a stream cipher that forms the heart of the third generation partnership project (3GPP) confidentiality algorithm 128-EEA3 and the 3GPP integrity algorithm 128-EIA3. Now, using FIPS 140-2 and G FIPS 140-2 test the 1,000 keystreams randomly generated by the ZUC algorithm program (see Appendix A in [28] ). Results show that all of the 1,000 sequences passed the FIPS 140-2 test criterions, and there are 21 sequences failing to pass the G FIPS 140-2 test criterions. The statistic test results are listed in the 5th column in Table 2 .
It can be seen that the statistical properties of the randomness of the sequences generated via the CPRNG, the RC4 algorithm and the ZUC algorithm do not have significant differences.. 
Now we compare the difference between the key stream S with 20,000 codes' length generated by the key set (25) and the key streams ' p Ssgenerated by the perturbed key set (26) , respectively.The comparison results are shown in the third column in Table 3 , where SV denotes the statistic values, DC the different codes, and CC the correlation coefficients.
The results show that the average percentage of different codes is 49.9982%, which is very closed to the ideal value of 50%. And the average of the correlation coefficients is 5.6190e-3, also very closed to the ideal value of 0. Now, compare the same key stream S with the 1000 key streams Table 3 . Observed that the average percentage of different codes is 50.0145% and the the average of the correlation coefficients is 5.7424e-3. The results suggest that the key stream S has no significant correlations with the perturbed key streams ' p Ss. The Matlab platform uses double-precision decimal computations, which means that each computed decimal number has 16 bits' accuracy. In summary, the key space of the CPRNG is larger than 15241195 102 > . Fig. 4(a) . The simulation is implemented via the Matlab 2013a platform on a PC computer. The simulations procedures are described below:
(1) Transform the image Lena to a binary plaintext steam 12 {,,,}, n Mmmm =¼ where 25014038 n =´´´.
(2) Use the CPRNG with initial conditions (12) and (17) Fig. 4(b) ). (5) Randomly disturb the initial conditions (12) and (17), and matrix (13) 
